WI LEY ‘ MindLab Connect - AWS Data Storage

Wiley uses Amazon Web Services (AWS) as cloud platform provider. Data is stored in
Northern Virginia, United States. AWS is a leading provider with robust controls in place to
maintain security and compliance in the cloud.

The main advantages of AWS hosting are performance, security, and scalability. With a
near-perfect uptime of 99.9% we can guarantee worldwide availability of all our
Assessment Platforms.

Purpose

Amazon Web Services (AWS) provides cloud computing infrastructure required for the
provisioning of our Assessment Platforms. This includes the application, database and
backup storage.

Data Processing

e Basic contact information for the purpose of logging in (name, email address)
e Server log data relating to the platform (IP address)
e Data is transferred on a continuous basis

Data Privacy

e Data encryption in transit (TLS1.2 or higher), at rest (AES256)
e Encryption keys are managed by the Wiley GIS (Global Integrated Services) team

Compliance

e Compliance: https://aws.amazon.com/compliance/programs/

e ISO Certificates: https://aws.amazon.com/compliance/iso-certified/

e SOC Certificates*: https://aws.amazon.com/compliance/soc-fags/
*Wiley is not permitted to share SOC certificates with partners or clients.
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